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the attacker sends a challenge to the user's client. the client then generates a new random number and hashes it with the nt hash function. then the client sends the user's session
token to the attacker. the attacker then hashes the token, and compares it to the value stored in the sam file. if they match, the attacker has successfully stolen the user's password

and gained access to the account. when you login to a windows system, the operating system generates a random password (8 characters long). when you log in from a remote
workstation, the operating system generates a random number and compares it to the value stored in the sam file. if it matches, the login is accepted. in our case, the attacker sends a
challenge to the client, which then generates a random number and hashes it to form the login password. the attacker then hashes the user's session token, compares it to the value

stored in the sam file, and if they match, the attacker has successfully stolen the user's password and gained access to the account. within the system, the attacker now has access to
the user's files. this is problematic, because the files are encrypted. to decrypt the files, the attacker must generate a key, which requires the stored password. in our case, the attacker

knew the password, so the attacker used it to generate a key that can now be used to decrypt the files. when you initially create an encrypted file, it is created with a high degree of
randomness. during this creation process, the file's content is always the same, and the new file is always an exact copy of the original file. the only major difference between the new

and original files is the new file's encryption key, which is randomly generated for you.
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a powerful password management
solution can help. it can be used to

generate strong, hard-to-crack
passwords. when you log into your
webmail account, you enter your

strong password. when you log into
your online banking or bill pay
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account, you enter your strong
password. when you log into your

social networking or entertainment
account, you enter your strong

password. when you log into your
work email account, you enter your
strong password. so, do your online

accounts. remember: strong
passwords are vital to keeping your

data safe, but using strong passwords
is only half the equation. the other
part is that you should keep your

strong passwords safe and secure.
password managers, like keepass,

help by keeping your passwords in a
database. they store your passwords

in an encrypted database and will
automatically generate strong

passwords for you. the user is sent a
challenge from the server, usually in

plaintext. on the server, a routine
extracts the password from the sam
file, and generates a new random
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number (256-bit in size) and hashes it
to form the new password password
hash value. (by default, it hashes the
password with the old lan man hash
function.) this challenge is then sent

to the user's client. the client receives
a challenge from the server. on the

client, a routine extracts the password
from the sam file and generates a

new random number (256-bit in size)
and hashes it with the new nt hash
function. then the routine compares
the hash value with the old lan man

hash stored in the sam file, to ensure
the client is using the correct hash
function. if so, then the client sends

the server a random number
generated by the client, which the
server then compares to the value
stored in the sam file. if the values
match, the client is authenticated,

and a session token is generated. in
our case, this token is stored in the
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sam file, but can also be used to
generate a session token that is used
to store a session cookie for the user.
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